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Who The 
Heck Are 
You?

REANNA WERNER

• I have an MBA, SPHR, and SHRM-SCP... proving 

that I am really good at taking tests.

• I get excited when I get to help small 

businesses.

• Chief Problem Solver at HR Branches.



TOPIC OUTLINE

Advantages

Many businesses are experiencing 

tremendous benefits of WFH...

Pitfalls

But there are a few drawbacks...

Considerations

Know what you need to know to cover 

your bases.

What we'll 
discuss



Adaptability is about the powerful

difference between adapting to cope

andadaptingtowin.

―  M A X  M C K E O W N



Advantages

Luck? I don't know anything about luck. I've never banked on 

it and I'm afraid of people who do. Luck to me is something 

else: Hard work - and realizing what is opportunity and what 

isn't.

- Lucille Ball



Advantages

GREATER DIVERSITY & 
INCLUSION 
OPPORTUNITIES

REDUCED 
OPERATIONAL COSTS

REDUCED CARBON 
FOOTPRINT

INCREASED 
OPPORTUNITY TO 
ATTRACT AND RETAIN 
TALENT



Plan
“Give me six hours to chop down a tree 

and I will spend the first four 

sharpening the axe.”  - Abe Lincoln

Pitfalls

You should never view your challenges as a disadvantage. 

Instead, it's important for you to understand that your 

experience facing and overcoming adversity is actually one of 

your biggest advantages.

- Michelle Obama



Pitfalls

COMMUNICATION 
SNAFUS

CULTURE SHIFTS

PERFORMANCE & 
PRODUCTIVITY

REDUCED CONTROLS



Considerations

If working remotely is such a great idea, why isn't 

everyone doing it? I think it's because we've been 

bred on the idea that work happens from 9 to 5, 

in offices and cubicles. It's no wonder that most 

who are employed inside that model haven't 

considered other options, or resist the idea that 

it could be any different. But it can.

- Jason Fried



Considerations

HAVE A PLAN:  USE THE 
COVID DIAL AS YOUR 
GUIDE

NOTHING REPLACES 
THE PERSONAL TOUCH

HAVE A POLICY

SAFETY F IRST!!!
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WorkshopOverview/Today’s Agenda

Topics include...

• Cyber Basics

• Scams and how to avoid them

• Privacy

• Remote working during a pandemic

• Analyze what you are doing

• Business Continuity

• Questions



Cyber Security Basics
Many businesses are not sure how to address cyber security
requirements for their business as they work remotely.

• 80% of most business processes are automated!

• Asset inventory – Know what you have and where it is located

• Identify critical processes

• Identify sensitive information or data and protect it

• Antivirus

• Patches & software updates

• Backups

• Understand the laws and regulations in your industry

• Perform an assessment

© 2020 Colorado SBDC TechSource



Scams!

• Many businesses have been introduced to scams over the past
several months and some are very effective!

• Online Credit Card Skimmers

• COVID PPE Scams

• Loan Scams

• Misinformation scams

• Shopping scams

• Porch pirates 
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Scams!

• Credit Card Skimmers -
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• Researchers at cybersecurity firm Sansec have discovered a novel               
technique that inserts payment skimmers onto checkout pages. 

• This isn’t the old-style physical skimmer attached by criminals to, for 
example, gas pump credit card readers but code that lurks on retailer 
checkout pages. It is also referred to as e-skimming or a Magecart attack.

• Those buttons could include Facebook, Twitter, Linkedin, or any number of well-
known social media sites.

• “These malicious icons lurk on checkout pages of hacked stores, and log 
keystrokes of unsuspecting online shoppers. When you enter your credit card 
numbers, these icons will send your data to an offshore (often foreign) server for 
later collection,” Spanjerberg said.

https://www.foxnews.com/tech/researchers-credit-card-skimmers-social-media-buttons

Online Credit Card Skimmers  

https://eb2.3lift.com/pass?tl_clickthrough=true&redir=https%3A%2F%2Frtb-us-west.linkedin.com%2Flax%2Fclk%3Ftrk%3DCwEAAAF2Sz1CdMxmnA0n2JG_mzvNIGyV-RypRmCbKsVa47OLzN1CfgkDThhyFON-IMDsookqzWjAEgHp-fq_qDHDA6EozOIJxkBorC4XyafKLNJBFaxCsYgMaM__r6iPmuJF39Vc6rmuIg72nN25FWyZpjNsg6W94a19itNvRVsXWdGm9gSMHOWLzop3I2jY7VdsEhvQzPHOJnPDMih02Er4E1s7fSbz7P6nLrvmgUc3RNcJ50HNlOj0X84cS9nZNw30b5yz5VNOkbSiqsUrtqdBEuBjedER6yuhkk42RRJMSbjHTR126Z1oli6P9RBGfukcr9TTQrBcf7JeZv0cqAfcmdKGmyGjZzE7NjIJJkSgcx_a277iDS8D1Y3IL_QQyxJRwFTQdkTRoFrBYbIfB5XtKZmu2SUqh98K7CpuwBobNNGJpc2Ra3ZmsHIfuCqT2ccygSbLO6Kng6XBsnZ51e9nZoSaDUqRgDzoQSA5togRU5kqdgjjgRcTMESZUoiPaiUAqYwKs8y743KbuT_3yYvSSz-or04-eRPKD-Kmp5BdA0hwkiGvIsZEggcbCCTHZQLvzE22rh9Ckfsfgpi24U3Z1qo_dEaqhPpLwi3f-3RV6_tK13uKho9BDuKJDGwD1pfXyHc5y6pbLsr8ze0h8Aq4hhegIZQOrx7OanqaERGC5HyOSeBU_IcwCdT5QC699Hb5jUMt38R0hXz4eTUn3_R67uQ6MB3fa2JmctkTvKHfO0d59i-wosz3c4YlIj7ivG3Y_ArnxLn9M3Syu-Xs2FcFcpMm9NtQ-tRS2TjJtnyeF5DUOjdzmTcrwMcczkT_jtAe0Lntan02Ak5Q5TrG9qHbl9WYLAs7ggqWhFwFLHktqON55UbW9Es8rZNXskzG05LX4FeZqynzipu0M36Pn134-KcvHCIQukUByhncmalbM9Q_qX-B1f2Q3hldWbaRo2xJDBpUiysUFkpdLVpLN5VnevUCzu6moQea7Dq4gHhluieSa_MBJ2sJcN3xM8YCW4XVhVIq3AX3VQjY7TrzKX8NR3Xt7Y6U4g_CEpIBXimQvE_eB-uIVkxfvlDu6xexe9ISO0qkhB9lgsdN7mnE_BH29JKtMt7hxEKpvi44avZb02RHJjl9nj8M8AnYgpQxcmsGh6S4dRbTE4bw8PN7JHcGA4hEacp-hg2C92y4Q6bBJhx_mOT1t1GVp8lr5b2nc6t1cfZXu15K92iAQuDCovOouSPkN5Y2lJAN-7ZUqIn25GSRGdCbMQ8heGcgGpRigOVx28HXVj3ONAuKxxvrCV5xUep9eXLdBL6kdrZYrytRwJEZH66mBhfsLz8XlBYaLcPM48Mtw-vv_8DO7jCH%26action%3Dclick%26laxrid%3Dacf8f571-f9f9-4a32-8e0b-30c864b3f310%26laxbid%3D2%26eid%3D3%26dealid%3Dtlx-23540%26laxerid%3D184382277291097472260%26adfmt%3D1%26urle%3DCwEAAAF2Sz1ChM3hPQFcF_2o8fobiwGcDrusgAyCy2koXjHDlJInhvStYunAV_k8bOxIXqljc3dFUlCypeozSaiS7Ss3WJ6Fj33xcDw9HUWu-0BLXRTCdkE1xg2RqIACSQrwWzwppW1T02ftkY5WN-aURyjds1g2ZSnE%26urlhash%3DSEoK&bc=4.633&pr=3.706&brid=7625&bmid=6250&biid=6250&aid=184382277291097472260&did=23540&bcud=4633&sid=66552&ts=1607580074&cb=55152


1. PUBLIC HEALTH SCAMS

2. GOVERNMENT CHECK SCAMS

3. BUSINESS EMAIL SCAMS

4. I.T. SCAMS

5. SUPPLY SCAMS

6. ROBOCALL SCAMS

7. DATA SCAMS

https://www.ftc.gov/news-events/blogs/business-blog/2020/03/seven-coronavirus-scams-targeting-your-business

https://www.ftc.gov/news-events/blogs/business-blog/2020/03/seven-coronavirus-scams-targeting-your-business


Email Scams!



Email Scams!



Email Scams!



Email Scams!



Contact the FBI’s IC3 to file a
complaint: 

https://www.ic3.gov/default.aspx

https://www.ic3.gov/default.aspx
https://www.ic3.gov/default.aspx


https://home.treasury.gov/services/report-fraud-waste-and-abuse/covid-19-scams

https://home.treasury.gov/services/report-fraud-waste-and-abuse/covid-19-scams


As the novel coronavirus (COVID-19) pandemic continues to impact the United States, phone scammers have seized the opportunity to 
prey on consumers.

The FCC has received reports of scam and hoax text message campaigns and scam robocalls offering free home testing kits, promoting
bogus cures, selling health insurance, and preying on virus-related fears.

A text message scam may falsely advertise a cure or an offer to be tested for coronavirus. Do not click on links in texts related to the virus, 
and check cdc.gov/coronavirus for the most current information.

Some text scams are impersonating government agencies. The FCC recently learned of a text scam claiming to be from the "FCC Financial
Care Center" and offering $30,000 in COVID-19 relief. There is no FCC program to provide relief funds to consumers. The text is likely
a phishing attempt to get banking or other personal information from victims. The BBB is also warning of a text message scam
impersonating the U.S. Department of Health and Human Services informs recipients that they must take a "mandatory online COVID-19
test" using the included link.

https://www.fcc.gov/covid-scams

https://directory.youmail.com/directory/phone/3195369266
http://www.cdc.gov/coronavirus
https://www.fcc.gov/avoid-temptation-smishing-scams
https://www.fcc.gov/avoid-temptation-smishing-scams
https://www.fcc.gov/covid-scams


Home Consumer

COVID 19 Consumer Warn ings and Safety Tips

https://www.fcc.gov/covid-scams

https://www.fcc.gov/covid-scams


Did you know that Colorado has one of the most stringent cyber 
security and privacy laws in the United States?

• It applies to all businesses (in or out of Colorado) that target Colorado citizens as clients 
or customers.

• It does not matter the size of your business!
• If you process, transmit or store privacy information on a CO citizen, the law applies and

you have to protect their information.
• The law redefines PII as any public information combined with a unique identifier like:

o Your Social Security Number,
o Your EDPI number,
o Your Student ID number or
o Your driver ’s license number.

© 2020 Colorado SBDC TechSource



Why should you care?

• Many businesses are using collaboration platforms to conduct business remotely.

Some platforms include links to other things outside of their platform that may not be

known.

• Examples include:

o MS Teams

o Zoom

o GoToMeeting

o WebEx

o Facebook Live

o Skype

o Other less know platforms

© 2020 Colorado SBDC TechSource



Why should you care?

• The key take away if you use remote computing technology:

• o SECURE THE TECH!

▪ All technology has settings for security and registration, be sure to configure it!

• o Understand where the tech is communicating to.

• o Understand what the tech is doing with yours and your customer ’s data.

• o This should include analytics software to track what users are doing.

© 2020 Colorado SBDC TechSource



Both the Windows and macOS versions of Zoom have critical, unpatched security 
vulnerabilities that could be exploited by hackers to target users and spy on calls
and meetings.
Security experts say -- despite not having seen the actual code for the exploits --
that the Windows version of Zoom is affected by an RCE (Remote Code 
Execution) described as being "perfect for industrial espionage". The zero-days 
have been offered for sale for $500,000.

See also:
1. Hundreds of thousands of stolen Zoom accounts for sale on hacker forums

for next to nothing
2. Zoom will soon let some users choose which countries their data is routed

through
3. Zoom is taking steps to improve privacy and security, and to prevent

Zoombombing

As reported by Vice's Motherboard, three separate sources have confirmed that 
the vulnerabilities are available to buy in hacking circles, and have been offered
to these individual directly. News of the zero-days comes just days after it was
reported that hacker forums are being used to offer Zoom user credentials for
sale at incredibly low prices.

https://betanews.com/2020/04/14/stolen-zoom-credentials-for-sale-hacking-forums/
https://betanews.com/2020/04/14/stolen-zoom-credentials-for-sale-hacking-forums/
https://betanews.com/2020/04/14/zoom-call-routing-options/
https://betanews.com/2020/04/11/zoombombing-meeting-ids/
https://betanews.com/2020/04/11/zoombombing-meeting-ids/
https://www.vice.com/en_us/article/qjdqgv/hackers-selling-critical-zoom-zero-day-exploit-for-500000
https://betanews.com/2020/04/14/stolen-zoom-credentials-for-sale-hacking-forums/


Many businesses are allowing employees to use personal 
computers to perform work remotely.

• While this may provide convenience for the employer, it also introduces risk!
o How is your business information protected?

o What is the sensitivity of the data?

o How is the information, files, folders data backed up?

o What is the security posture of the employees’ computers or home

networks?

© 2020 Colorado SBDC TechSource



Many businesses have moved to remote storage for saving and
sharing files.
• Examples include:

o Dropbox

o Google Drive

o MS One Drive

o Apple storage (for computers and mobile devices)

o Other solutions as well.

• The key take away if you use remote computing technology:
o SECURE THE TECH! (Yes, this is a repeat!)

▪ All technology has settings for security and registration, be sure to 

configure it!

o Consider the sensitivity of your information or data.

© 2020 Colorado SBDC TechSource



Business Continuity Considerations

• While many have adapted to the “New Norm” of working remotely, the initial 

focus was on getting everyone set up to do so. One of the questions you should 

ask now is how resilient is your business?

o Ask your self these questions and develop a plan to address areas where you 

think you may have risk:

▪ What information or data does my business produce that is considered

critical?

▪ Where is it processed, transmitted or stored?

▪ How is it protected? (IE: encrypted, backed up etc.)

▪ Who has access to it? (internally and externally)

▪ TRAIN, TRAIN, TRAIN! (employees, vendors, consultants etc.)

© 2020 Colorado SBDC TechSource



What can you do as a small business?

• Categorize and classify your information/data
• Develop an information and data classification scheme

• Categorize and classify your systems
• Align the scheme above to the systems you use to process transmit & store sensitive data

• Perform an inventory
• See what laws apply to your business processes

• Develop a plan
• Determine what applies to your organization

• Talk to an SBDC Consultant
• Make an appointment to get assistance!

© 2020 Colorado SBDC TechSource



Questions?
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